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Note: If an employee requires ports to be opened for any reason, they should check this with the Director of 

Technology to ensure this can be delivered safely and without risk to both the home environment and our 

corporate systems. In general, we expect to be able to record any request as “authorised” within our risk 

register and thus record a “business case” for the port to be open and only on rare occasions will we require 

the home user to cease use of the open port whilst we review risk mitigation actions / options. 
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NOTE: Passwords generated by machines (i.e., those printed on routers) that appear to be secure can of 

course be re-created by a machine if the algorithm is known, therefore, the appearance of a strong password 

is not confirmation of a strong password. ALL default passwords, regardless of appearance, should be 

changed before the device is used.  
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